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Password Reset PRO: Migrate or Back up Password Reset PRO v3 Settings 
Software version 3.x.x 
 
 

Use this guide for multiple domain installations, moving software components to new servers, or backing up production 
settings for quick disaster recovery of a failed server. Basically you will export the installation and configuration data 
and then import it into the other domain installs, or to new servers. You will save the data to a safe backup location off 
the production servers. This will cut down your install / config / migration / recovery time considerably. 

 

Current Servers: Back up your configuration data and Web Portal customizations 

 

1. Saving Application Configuration Settings: Open the Master Service Configuration application and the Web 
Portal Configuration application. On the “Support” tab of each application, there is a “Save” button. Use this to 
back up the application configurations to a backup file.  Save these two files for the new server installations, as 
they contain all of your input configurations on the various tabs. 
 

2. User enrollments in the self service portal are always safe; the user’s enrolled information is stored as an 
encrypted token under their AD user account in altSecurityIdentities schema field. Users can access your 
migrated or recovered Password Reset PRO installation without having to re-enroll. Nice! 

 
3. There are a few items that will not be backed up automatically such as your license key, service account 

settings, IIS-specific settings (SSL cert, IP, Port, etc), manual changes made to the Web Portal .aspx pages, 
and custom images added to the Web Portal.  
 

a. Saving custom Web Portal page changes: Make note of any manual changes you've made to the Web 
Portal pages (.aspx files and .css file). By "Manual" changes, we mean any changes you've made with 
an HTML editor such as adding or modifying text on the pages directly.  You must copy these modified 
pages to your new server. Also, you’ll need to copy image changes you've made such as your global 
top banner file, buttons, custom security thumb images, etc, which are stored under the “\Images” and 
“\Images\Icons” directory.  You can make a backup copy of the entire ‘\Password Reset PRO Web 
Portal\’ directory and store it off of the production Web Portal server in a safe location, BUT do 
NOT include the “\BIN” folder (you don't need this folder and it may mess up your recovery 
installation).  
 

b. Make note of the domain\user account used to run the Password Reset PRO Master Service 
 

c. Make note of any IIS-specific settings in IIS Manager for the Web Portal site such as IP, Host Header, 
Port, SSL cert.  

 
d. Keep a copy of your license key. You can always obtain a copy of your license key by logging on to 

your customer account on our website.  
 

 
Done – Go on to the next section.  
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Recovery or Migration: After installing Password Reset PRO software on new servers 

The below steps apply to recovery installations, server migrations, and replicating installations in multiple domains. 
For multiple domains, you will need the correct key for that domain.  

 
1. Restoring Software application configuration settings:  

 
a. Open the Master Service configuration and add your license key.  

 
b. Configure the Password Reset PRO Master Service under Windows Services and start the Master 

Service 
 

c. Open the Master Service configuration application and the Web Portal configuration application, use 
the “Support” tab and “Import” button to import your saved configuration backup files into the 
configuration applications. Note that the Web Portal and Master Service each have their own specific 
backup file to import. Do not save changes yet. 

 
d. In the Web Portal configuration application on the first tab, change the IP address of the Master 

Service server to the correct IP, if the IP of your new Master Server has changed.  
Save changes to commit.  
 

e. In the Master Service configuration application, go to the “Network and Service Settings” tab, click 
the “Edit” icon next to your listed Web Portal to open the ‘Web Portal Editor’, and edit the IP address of 
your Web Portal server if the IP of your new Web Portal server has changed. (Since you are on new 
servers now, the IPs will be different for both your Master Server and Web Portal servers).  
Click OK on the Web Portal Editor menu after updating the IP, then click Save Changes in the Master 
Service application to commit. 

 

2. Restoring custom Web Portal page changes and custom images (skip this step if not applicable):  
 

a. Copy any modified aspx pages to the Web Portal server’s installation directory and replace any default 
.aspx files with your modified aspx files.  
 

b. Copy your custom banner image file (and any other custom images) to the “\Images” directory. Copy 
your modified CSS to the \App_Themes” directory.  

 
c. Recycle the IIS application pool for Password Reset PRO through IIS manager. 

 

3. Restoring IIS manager settings: Open IIS Manager and perform any final configuration settings to the 
Password Reset PRO Web Portal site (SSL cert, SSL settings, IP, Host Header, Port, etc) 

 

4. Launch the Web Portal and confirm operation. The 1st-time page load will take a few seconds while the web 
page code is compiled. Log on with an enrolled account or enroll a new user account. 
 

5. If you receive any initial errors, make sure you have configured your LAN firewall to allow port communication 
between the Web Portal server and the Master Service server. Also make sure your mail server will allow 
SMTP relay from the Master Service server. 
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Have more questions? Contact our knowledgeable Sales & Support Teams  
 
1-877-SYSOPTOOLS (USA) or +1-213-995-5060 (Direct & Int’l) 
Support Team Hours: M-F 8am-6pm PST  |  Sales Team Hours: M-F 9am-6pm PST 
 
 
 
Additional Resources: 
 

 Purchase Information    |      Reference Material and Knowledge Base 
 Support Information      |      >>Sign up and Download Password Reset PRO Software 

 

SysOp Tools, Inc. is a privately held company located in Los Angeles, California – Software sales, support and development are 
handled by experienced in-house staff. We do not outsource any of our operations. 

http://www.sysoptools.com/purchaseinfo.aspx
http://www.sysoptools.com/support.aspx
http://www.sysoptools.com/support.aspx
http://www.sysoptools.com/signup.aspx


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



