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Password Reset PRO: Making Custom Changes to the Profile Enrolilment Mode
Software version 3.x.x

100% USA Sales / Support / Service

The below guide covers how to make changes to the Profile Enroliment Mode web portal text and security images.

This will allow you to custom tailor the process for your unique user communities.

Screenshots of getting to the text settings control for your Profile Enroliment Mode web portal:

1. Open the Master Service configuration application
2. Go to the Network and Service Settings tab
3. Click the ‘Edit’ icon for your listed Profile Enrollment portal to open the sub menu settings

] 4

—Help for This Tab

Web Portal Connections

Web Portal List: Shows the IP address and
Access Mode of vour configured Web Portal
servers. vou must add your Web Pertal servers to
this list in order to allow them to connect to the:
Master Service. You can install the Web Portal
component on any demain or stand-alone Windows
=erver running IS. Use the “Add” button to add
more ¥Web Portal servers and set the Access Mode
of each Web Portal.

To edit the IP address or Mode setting of a listed
Web Portal click the edit icon or right-click the
individual Web Portal in the list. To remove a Web
Peortal click the delete icon.

**Tip: Open the edit menu of a listed Web Portal for
further instructions on the different Web Portal

R S T P

]
License and Access Settings  Network and Service Settings |W&b Portal S&ttingsl Report and Email Settings I Support I About I
—Web Portal Connections
Web Portal List: | Portal Name | Portal IP Address | Portal Access Mode | Edit | Remove |
2003 server 192.168.1.62 Active Directory Data =X
2008 server 192.168.160 Profile Enroliment f’ <
Add Portal... |
— Master Service Configuration
Service Port: IEH-D-D 3:
Service Status: Started Refresh |
Service Credentials: llewis @sysoptoals.net

| »
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The Web Portal Settings Editor menu opens. Click on the “Profile Enrollment Text Settings” tab. Use the drop down

controls to select the specific page you would like to modify, then use the second drop down to select the specific

portion of that page’s text. These controls govern the “New User Introduction” page, “New User Enrollment” pages,

“Returning Enrolled User Logon” pages, and “Change Profile” page.

‘Web Portal Settings Editor

- 1 Web Portal Network Configuration
| |P Address of Web Portal Server:

|15-2.‘IES.1.ED

B Profile Mode of Web Portal Server:

| Profile Enrollment i

Web Portal Description (Optional):

IEDDS server

— Portal Settings

f

£ Logon Security Settings I Profile Enrolment Mode Settings  Profile Enrollment Text settings IAD Data Mods Settings

—Web Portal User Instructions

: Select Page: L' <— Select Page —> j
i <— Select Page —>

B .

i Page Area: New User Introduction Page

c 5 Mew User Enrollment Page

]

|

Retuming User Login Page
Change Profile Page
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—Help for This Tab ——

VWeb Portal Hetwork
IF Address of Web Foi
your server running the
or Netbios names are n
Web Portal on the same
Service, use 127.0.0.1

the Web Portal site in IIf
Master Service that the
Portal is an authorized

connect.

Frofile Mode of Web P
access mode to the We
farther down for detail
Some settings in these
specific Web Portal mo
out they do not apphy tc
can change Web Porta
as needed- You will no
the previcus mode. Yol
servers in different mo

Web FPorta! Descriptio
[/ description to this We
identification in the Mas
Portals. The IP is used
left blank.

Profile Enrollment M
*These settings do nol
Data” or "Domain Authe
Pnrtale

Web Portal Settings Editor

- —Web Portal Network Configuration
IP Address of Web Partal Server: |1 52.168.1.60
> | Profile Mode of Web Portal Server:  [Profie Enolment =
d
1 Web Portal Description (Optional): Izm}g server
¢ —Portal Settings
i
! Logon Security Settings I Profile Enrolment Mode Settings ~ Profile Enrollment Text settings | AD Data Mode Settings
—Web Portal User Instructions
:; Select Page: INew User Enrollment Page j
;' Page Area: g <~ Select Page Area —» j
. < Select Page Area —>
3 Step 1
: 7
1
&

— Help for This Tab

Web Portal Network Configuration

IF Address of Web Fortal Server:  Enter the
'vour server running the Web Portal applicati
or Netbios names are not gupported. If runni
Web Portal on the same server as the Maste
Service, use 127.0.0.1 or the IP you have as
the Web Portal site in IS Manager. This IP tell
Master Service that the zerver running the ¥
Portal is an authorized end-point and iz allow
connect.

Profile Mode of Web Portal Server:  Assign
access mode to the Web Portal Server. Reat
farther down for details of each available mi
Some settings in these tabs will onhty apphy tc
specific Web Portal modes, if settings are gr
out they do not apphy to your chesen mode.
can change Web Portal modes safely an as
az needed- You will not loze your zaved sai
the previous mode. You can run multiple We
servers in different modes at the same time.
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Web Portal Settings Editor

—Web Portal Metwork Corfiguration — Help far This Tab

J IP Address of Web Portal Server: |1 52.168.1.60 Vieb Portal Hetw

IF Address of We

1 Profile Mode of Web Portal Server: IF‘eriIe Enrollmert j 'your server runnil
or Metbioz names
Web Portal Description (Optional): {2008 server Web Portal on the
Service, uze 127.
1 —Portal Settings the Web Pertal sit
g Master Service th
i Logon Security Settings I Profile Enrollment Mode Settings ~ Profile Enrolment Text settings |.P«D Data Mode Settings Portal is an author
connect.
—Web Portal User Instructions
L Seeck Page: Mew User Enrollment P - Profile Mode of 1
1 d I Fw ser snroiment Fage J access mode to th
1 Page Area: farther down for
y Some settings in t
g Title: |> Setup (Step 2of 2) specific Web Port
1 out they do not ap
H Welcome Line: |Create your Securty Ward can change Web
as needed- You v
i Instructions: "Your Selected Image & Securty Word will become your login to this ﬂ the previous mode
1 system. Yo?_ur 5nacuri’rl§,l ml'DI.'d nzust be &t least “MinLength® servers in differel
characters % .ComplexityOption <.
Web Portal Desc
E =l / description to thi
E identification in the
I Security Word Instructions: |Create a Security Word that is fun & easy to remember: Portals. The IPis L
left blank.
Security Word Corfirmation: |Re-enter Security Ward:
! Profile Enrolime
I “These settings ¢
4 Data” or "Domain
Prrtals
Preview Reset...

EXAMPLE: Let’s say you would like to change the Step 2 New User Enrollment text to say “Create a Six Digit PIN”
instead of the default “Create a Security Word”. You could also consider other choices such as ‘Enter your Employee
ID’, ‘Enter your Student ID’, ‘Enter last four of your SSN’, etc. The goal is to ask your users to create something that is
very easy to remember but still uniquely secure.

As an added benefit, you can remove the %MinLength% and %ComplexityOption% variables if they do not fit your
wording, as those variables are populated dynamically from the “Profile Enroliment Mode Settings” tab where you
set the security word min length and the complexity options. If for example you want users to create a 4 or 6 digit
PIN, adjust the min length setting accordingly, and to use “simple” for the complexity option.

NOTE: After you finish this screen, click “OK” and then click “Save Changes” in the Master Service to commit. You can
then enroll a test user to see the wording changes to the Step 2 process. If you are happy with it, you MUST go back
and change the other page areas so the “Step 2” wording matches on the return logon page and the change profile

page. Example, if you edit the New User Enrollment wording, but do not update the Returning User Logon wording
to match, the returning enrolled user will be very confused!
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— Portal Settings
Logon Securty Settings | Profile Enrolment Mode Settings  Profile Enrollment Tesd settings | AD Data Mode Settings

F——_——

A e mL e

—Web Portal User Instructions
Select Page: I:— Select Page —> j

Page Area:

Mew User Introduction Page
Mew User Enrollment Page
% Retuming User Login Page
q Change Profile Page

R R R R P T U
in o+ P o e dn

For the final test of wording changes, be sure to test all scenarios:

New user enrollment

Returning enrolled user logon

Logged on enrolled user clicks “Change Portal Login” from within their main web portal area.
Make sure all wording matches for these processes!

PwnNPE

Changing the Profile Enrollment security thumb images:

Enrollment images are located on the Web Portal server at “C:\Program Files\SysOp Tools\Password Reset
PRO\Password Reset PRO Web Portal\Images\lcon”. There are 28 images total. To use less images on the Web Portal
page, move some images out of the \Icon directory. Example, just leave 01.jpg through 05.jpg and remove 06.jpg
through 28.jpg

If you will be using your own custom images, new images must use the exact same file names and format as the
default images. Simply overwrite the existing default images. They should be the same exact pixel size, however, you
can actually use any size of image. NOTE! Using other size images will require you to adjust the aspx HTML code, and
the ascx control file for table layout- Otherwise the images may not lay out correctly.



ac)v || - Password Reset PRO Web Portal + Images + Tcon > &3 [se=n
File Edit View Tools Help
Organize » =5 Views ~ (€3 Bun
. Favorite Links Name = I'I Date modified |v| Type IvI Size I'I Tags
[=lo1 9/18/2008 9:15 AM  IJPEG Image 10 KB
[E| pocuments =02 9/18/20089:15 AM  JPEG Image 8 KB
[E) Pictures [=lo3 9/18/20059:18 AM  JPEG Image 10 KB
m Music k=t 04 7/29/2007 5:19 PM  JPEG Image 34KB
Mare » [=los 9/18/2008 8:46 AM  JPEG Image 10 KB
[=los 7/29/2007 6:18 PM  JPEG Image 27 KB
Folders v =07 9/17/2008 6:37PM  JPEG Image 26 KB
=08 7/29/2007 6:19PM  IPEG Image 31KB
&, Local Disk (C) [ Eng 9/18/2008 9:21 AM  JPEG Image & KB
\ Bglnfo = 9/17/2008 6:37PM  JPEG Image 27KB
1 | inetpub =11 9/18/2008 9:21 AM  JPEG Image 7 KB
7 | Jy Perflogs =12 9/18/2008 9:20 AM  JPEG Image 11KB
= | Program Files =13 9/18/2008 9:20 AM  JPEG Image 9 KB
.. Common Files =14 7/29/2007 6:18 PM  JPEG Image 33KB
. Internet Explorer =15 9/18/2008 9:27 AM  JPEG Image 10KE
= . SysOp Tools =] 16 9/18/2008 9:24 AM  JPEG Image BKE
= | Password Reset P =17 9/18/2008 9:13 AM  JPEG Image 9KB
|| Configuration Tc =8 7/29/2007 6:19FM  IJPEG Image 27KB
= | Password Resst =19 7/29/2007 5:19PM  IJPEG Image 29KB
| App_Data =20 9/17/2008 6:37PM  IJPEG Image 19 KB
|| App_Themes _| =21 7/29/2007 6:19PM  IPEG Image 35KB
, bin =22 9/18/2008 10:55... IPEG Image 12 KB
i ' Controls =z 7/29/2007 6:19FM  IJPEG Image 30 KB
2 B ,%,24 9/18/2008 9:23 AM  JPEG Image BKE
[=]2s 9/18/2008 10:52... IPEG Image 5 KB
- =2 7/29/2007 5:19PM  IJPEG Image 30 KB

Create a new folder called “Removed” and move some of the images into it, so there are now less images in the \lcon
directory. In the example below we only left 10 images in the directory.

i p—
6(‘_)9 | .~ Password Reset PRO Web Portal ~ Images - Icon - - m Search
File Edit View Tools Help
Organize * = Views = (€3 Bun
. Favorite Links MName = | -.-| Date modified | v| Type | v| Size | v| Tags
. removed 10/25/2011 7:50... File Folder
[/ Documents =01 9/18/2008 9:15 AM  JPEG Image 10KB
E Pictures =02 9f18/2008 2:15 AM  IPEG Image 3KB
Eﬂ Music =03 9f18/2008 9:18 AM  JPEG Image 10KE
More =04 72972007 5:19 PM  JPEG Image KB
I;,UE 9/18/2008 8:46 AM  JPEG Image 10 KB
Folders W =06 ?::29::2[][]? 6:18PM  JPEG Image 27KB
=07 9172008 6:37 PM  JPEG Image 26KB
‘Q'_il Local Disk (C:) ;I =i
= 08 7(29/2007 6:19 PM  JPEG Image 31KB
. Bglnfo =los 9/18/2008 9:21AM  JPEG Image 6KB
. inetpub =] 10 9/17/2008 6:37PM  JPEG Image 27KB
. PerfLogs

. Program Files
| Common Files

This results in less images (10) shown on the web portal page, instead of all 28.
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NOTE: After you make this change, be sure to recycle the Password Reset PRO application pool in IS manager, and

refesh your browsers’ cache, otherwise you will not see the changes.

' /7 https://192.168.1.60/Profile.aspx - Windows Internet Explorer
|
|‘ G—\i—: + |& https:/f192.168.1.60/Profile.aspx || certificate Error

"&' 493 @ https: /192, 168, 1.60/Profile.aspx | |

L;;’-_’w Irmage will be part of your nes login when you return to this system in the future, It is very important to
choose an image that is easy for you to remember!

@

| T T 3V e
See our Advanced guide for making further changes to web pages, images and CSS.
Have more questions? Contact our knowledgeable Sales & Support Teams

1-877-SYSOPTOOLS (USA) or +1-213-995-5060 (Direct & Int'l)
Support Team Hours: M-F 8am-6pm PST | Sales Team Hours: M-F 9am-6pm PST

Additional Resources:

_ Purchase Information | _ Reference Material and Knowledge Base
! Support Information [ | >>Sign up and Download Password Reset PRO Software

SysOp Tools, Inc. is a privately held company located in Los Angeles, California — Software sales, support and development are
handled by experienced in-house staff. We do not outsource any of our operations.
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http://www.sysoptools.com/purchaseinfo.aspx
http://www.sysoptools.com/support.aspx
http://www.sysoptools.com/support.aspx
http://www.sysoptools.com/signup.aspx
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